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DETAILED ACTION 

Information Disclosure Statement 

1 . The information disclosure statement (IDS) submitted on 08/04/06 & 1 2/04/06 
has been considered by the examiner. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 1 22(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

3. Claims 119-143, 145-175 & 177-182 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Oyama et al. (US Patent Publication 2006/0185013 herein after 
referenced as Oyama). 

Regarding claim 119, Oyama discloses "A method for negotiating the provision of 
a mobile IP service between a mobile node and a server in a network" (Fig. 3 & 
Paragraph [0057] of Oyama, wherein Oyama discloses bootstrapping the HMIPv6 
service for a mobile node based on an AAA infrastructure). Oyama discloses 
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"comprising tlie steps of: providing an authentication protocol establisliing a pass- 
tlirougli transport between said mobile node and said server" (Fig. 3 & Paragraphs 
[0086] & [0088] of Oyama, wherein Oyama discloses using an extended EAP 
authentication protocol and wherein the use of EAP allows the AAA client and AAAv to 
act as mere pass-through agents). Oyama discloses "and negotiating the provision of 
said mobile IP service via said authentication protocol over said pass-through transport" 
(Paragraph [0086] of Oyama, wherein Oyama discloses the extended EAP 
authentication protocol to carry HMIPv6 related information facilitating for example 
discovery of MAP, dynamic allocation of MAP, RCoA, distribution of security keys 
between the MN and MAP). 

Regarding claim 120, Oyama discloses "The method of claim 119, wherein said 
authentication protocol is extensible authentication protocol (EAP)" (Paragraph [0086] of 
Oyama). 

Regarding claim 121 , Oyama discloses "The method of claim 120, comprising 
the step of selecting said transport as either of a level-2 or level-3 EAP transport" 
(Paragraph [0089] of Oyama, wherein Oyama discloses using PANA or IEEE 802. 1x). 

Regarding claim 122, Oyama discloses "The method of claim 120, comprising 
the step of providing in said network a client node between said mobile node and said 
server, wherein said client node plays a pass-through role and is not involved in said 
negotiation" (Fig. 3 & Paragraph [0088] of Oyama, wherein Oyama discloses the AAA 
client and AAAv acting as pass-through agents). 
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Regarding claim 123, Oyama discloses "The method of claim 122, comprising 
the step of providing between said client node and said server an EAP transport 
selected from diameter and radius" (Fig. 3 & Paragraph [0090] of Oyama, wherein 
Oyama discloses using Diameter protocol). 

Regarding claim 124, Oyama discloses "The method of claim 122, comprising 
the step of configuring said client node as a point of attachment to said network working 
as an access point" (Fig. 3 & Paragraphs [0072] of Oyama, wherein Oyama discloses 
the authorization information being sent via the AAA infrastructure, therefore a point of 
attachment to said network working as an access point). 

Regarding claim 125, Oyama discloses "The method of claim 122, comprising 
the step of configuring said client node as a point of attachment to said network working 
as a router" (Fig. 3 & Paragraphs [0072]-[0073] of Oyama, wherein Oyama discloses 
the authorization information being sent via the AAA infrastructure and wherein the 
AAAv does not see the transaction and only acts as a pass through agent, therefore a 
point of attachment to said network working as a router). 

Regarding claim 126, Oyama discloses "The method of claim 119, wherein said 
step of negotiating comprises at least one of: authorizing said mobile node to use said 
mobile IP service; communicating to said mobile node a set of options for use of said 
mobile IP service; dynamically configuring a set of parameters required for using said 
mobile IP service; and configuring further options related to said mobile IP service" 
(Paragraph [0086] of Oyama, wherein Oyama discloses the extended EAP 
authentication protocol carrying HMIPv6 related information facilitating discovery of 
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MAP, dynamic allocation of MAP, RCoA and distribution of security keys between MN 
and MAP). 

Regarding claim 127, Oyama discloses "The method of claim 120, comprising 
the step of routing messages for activating said mobile IP service between said mobile 
node and said server via said extensible authentication protocol (EAP) over said EAP 
transport upon at least one of said mobile node power up or connection of said mobile 
node to said network" (Paragraphs [0086] & [0057] of Oyama, wherein Oyama discloses 
the extended EAP authentication protocol carrying HMIPv6 related information and 
wherein the HMIPv6 service is bootstrapped to the mobile node operating in the home 
network or roaming in a visited network). 

Regarding claim 128, Oyama discloses "The method of claim 119, comprising 
the steps of: providing in said network a home agent for communicating with said 
server; and maintaining within said home agent configuration Information for providing 
said mobile IP service" (Paragraph [0138] of Oyama, wherein Oyama discloses the HA 
(Home Agent) sending the binding acknowledgement packet to the MN via AAAh during 
the authentication and authorization exchanges). 

Regarding claim 129, Oyama discloses "The method of claim 128, comprising 
the step of providing an AAA backbone protocol for transferring said configuration 
Information between said home agent and said server" (Paragraph [0090] of Oyama, 
wherein Oyama discloses using a diameter protocol for communication). 

Regarding claim 130, Oyama discloses "The method of claim 119, comprising 
the step of performing, upon at least one of said mobile node power up or connection of 
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said mobile node to said network, a bootstrap procedure including steps selected from: 
authorizing said mobile node to use said mobile IP service, communicating to said 
mobile node options for use within said mobile IP service, configuring the parameters 
for use of said mobile IP service, and configuring service options communicated to said 
mobile node" (Paragraphs [0192] - [0193] of Oyama, wherein Oyama discloses a MN 
requesting to bootstrap MIPv6 and wherein the AAAh communicates with the HA and 
MAP and sends authorization information such as MAP address, RCoA, HA address, 
MN address and security association to the MN). 

Regarding claim 131, Oyama discloses "The method of claim 130, wherein said 
parameters comprise at least one of: a home address for use by said mobile node, the 
address of an associated home agent allotted thereto, and cryptographic data for 
bootstrapping a security association with said home agent" (Paragraphs [0192] - [0193] 
of Oyama, wherein Oyama discloses a MN requesting to bootstrap MIPv6 and wherein 
the AAAh communicates with the HA and MAP and sends authorization information 
such as MAP address, RCoA, HA address, MN address and security association to the 
MN). 

Regarding claim 132, Oyama discloses "The method of claim 119, comprising 
the steps of: performing said method while said mobile node is roaming within a network 
different from the network of its home provider; and 

providing a proxy for communication between said mobile node and said server under 
said roaming conditions" (Fig. 2 & Paragraph [0065] of Oyama, wherein Oyama 
discloses the MN roaming in a visited network and communicating with the home 
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network by using the AAA infrastructure to link the visited network and the home 
network). 

Regarding claim 133, Oyama discloses "The method of claim 120, comprising at 
least one of: said mobile node sending a respective identifier toward said server, setting 
up a transport layer security tunnel between said mobile node and said server to protect 

authentication information, 

authenticating said mobile node with said server, closing said EAP communication after 
authenticating said mobile node and negotiating said mobile IP service therefor, and 
negotiating a security association between said mobile node and a respective home 
agent" (Paragraphs [0072] - [0073] of Oyama, wherein Oyama discloses using an 
extended EAP protocol and sending HMIPv6 authorization information to the MN via the 
AAA infrastructure, wherein the AAAv does not see the transaction and having an "end 
to end procedure" for HMIPv6 authentication and authorization). 

Regarding claim 134, Oyama discloses "The method of claim 133, comprising, in 
association with said authentication, the step of said mobile node and said server 
exchanging a set of attributes selected from attributes for authorising, negotiating and 
configuring said mobile IP network" (Paragraphs [0187] - [0188] of Oyama, wherein 
Oyama discloses the MN and AAAh sending challenges and challenge responses as 
well as EAP methodology and attributes). 

Regarding claim 135, Oyama discloses "The method of claim 133, wherein said 
step of negotiating said security association involves an IKE negotiation" (Paragraph 
[0223] of Oyama, wherein Oyama discloses using the IKE framework to distribute 



Application/Control Number: 10/588,450 Page 8 

Art Unit: 2617 

dynamic presliared l<eys for MN and HA). 

Regarding claim 136, Oyama discloses "The method of claim 133, wherein said 
authentication is based on a defined EAP method" (Paragraph [0173] of Oyama, 
wherein Oyama discloses using an EAP authenticator). 

Regarding claim 137, Oyama discloses "The method of claim 133, wherein said 
authentication is SIM-CARD based" (Paragraph [0191] of Oyama, wherein Oyama 
discloses the shared secret key by MN and AAAh to be between the identity module 
such as a SIM card and the home network operator). 

Regarding claim 138, Oyama discloses "The method of claim 119, wherein said 
step of negotiating comprises the step of said mobile node sending toward said server a 
message comprising a set of information items selected from: service selection 
information items indicating the mobile node choice to activate said mobile IP service, 
service option information items, representative of the service options to be activated, 
an indication of a mobile node's preferred home agent, an indication of a mobile node's 
preferred home address, and 

an interface identifier for use by a home agent for constructing the mobile node's home 
address" (Paragraphs [0188] & [0192] of Oyama, wherein Oyama discloses the MN 
desiring and requesting to bootstrap MIPv6). 

Regarding claim 139, Oyama discloses "The method of claim 119, wherein said 
step of negotiating comprises said server selectively identifying a home agent for 
providing said mobile IP service" (Paragraph [0153] of Oyama, wherein Oyama 
discloses the AAAh notifying the authenticated MN of an address of a dynamic allocated 
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HA, wherein tlie HA was found using the dynamic home agent discovery method of the 
MIPv6 protocol). 

Regarding claim 140, Oyama discloses "The method of claim 139, comprising 
the step of: said server sending a home address request message to said home agent 
comprising an identifier for said mobile node" (Paragraph [0128] of Oyama). Oyama 
discloses "and said home agent allotting a home address for said mobile node" 
(Paragraph [0153] of Oyama). The examiner maintains that it is commonly known in the 
art for an identifier for said mobile node to be included in the request and used as can 
be seen for reference purposes only in Column 2 Lines 5-9 of Smith (US Patent 
7106710). 

Regarding claim 141, Oyama discloses "The method of claim 140, wherein said 
step of allotting said home address comprises utilizing a mobile node's indicated 
interface identifier." The examiner maintains that it is commonly known in the art for an 
identifier for said mobile node to be used in determining a home agent as can be seen 
for reference purposes only in Column 2 Lines 5-9 of Smith (US Patent 7106710). 

Regarding claim 142, Oyama discloses "The method of claim 140, comprising 
the step of said home agent performing a duplicate address detection for said home 
address." The examiner maintains that it is commonly known in the art for IPv6 to use 
a mechanism known as "duplicate address detection" to for the purpose of determining 
if an address conflict exists as can be seen for reference purposes only in Paragraph 
[0032] of O'shea et al. (US Patent Publication 2002/0152380 herein after referenced as 
O'shea). 
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Regarding claim 143, Oyama discloses "The method of claim 142, comprising, 
upon successful completion of said duplicate address detection, the step of said home 
agent preventing said home address allotted from being allocated to another user." The 
examiner maintains that it is commonly known in the art for IPv6 to use a mechanism 
known as "duplicate address detection" to for the purpose of determining if an address 
conflict exists and If there is to use a modified address, therefore preventing said home 
address from being allocated to another user, as can be seen for reference purposes 
only in Paragraph [0032] of O'shea et al. (US Patent Publication 2002/0152380 herein 
after referenced as O'shea). 

Regarding claim 145, Oyama discloses "The method of claim 119, comprising 
the steps of: including in said network a home agent for providing said mobile IP 
service" (Paragraph [0192] of Oyama, wherein Oyama discloses a HA). Oyama 
discloses "configuring said server as a key distribution centre between said mobile node 
and said home agent" (Fig. 3 & Paragraphs [0192] - [0193] of Oyama, wherein Oyama 
discloses the AAAh processes the requests and communicate with both the MN and the 
HA, therefore a distribution center). Oyama discloses "sending from said server to said 
mobile node and said home agent cryptographic Information to permit bootstrapping a 
security association between said mobile node and said home agent" (Paragraph [0192] 
- [0193] of Oyama, wherein Oyama discloses the MN requesting a MIPv6 bootstrap and 
wherein the AAAh sends the security association information along with authentication 
success to the MN). 
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Regarding claim 146, Oyama discloses "The method of claim 119, comprising 
the steps of: including in said network a home agent for providing said mobile IP 
service" (Paragraph [0192] of Oyama, wherein Oyama discloses a HA). Oyama 
discloses "and said server sending to said home agent a home agent configuration 
request message comprising information items selected from: an identifier for said 
mobile node" (Paragraph [0192] of Oyama, wherein Oyama discloses the AAAh 
selecting a HA using another enhanced EAP session and the HA responding to the 
AAAh with information necessary to create the security association with the MN, 
therefore said server sending to the home again with a configuration request message. 
The examiner maintains that it is commonly known in the art for an identifier of said 
mobile node to be used when requesting the configuration message). Oyama discloses 
"an authorization lifetime indicating how long said mobile node is authorized to use said 
mobile IP service" (Paragraphs [0160] - [0161] of Oyama, wherein Oyama discloses an 
HA-MN key lifetime). Oyama discloses "bootstrap information for a security association 
between said mobile node and said home agent, and 

a set of policies for said home agent to manage said mobile node's traffic" (Paragraph 
[0192] - [0193] of Oyama, wherein Oyama discloses the MN requesting a MIPv6 
bootstrap and wherein the AAAh sends the security association information along with 
authentication success to the MN). 

Regarding claim 147, Oyama discloses "The method of claim 146, comprising 
the step of providing in said network a home agent for communicating with said server 
said set of policies" (Paragraph [0192] - [0193] of Oyama, wherein Oyama discloses the 
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MN requesting a MIPv6 bootstrap and wherein the AAAh sends the security association 
information along with authentication success to the MN). Oyama discloses "comprising 
information items representative of filtering rules to be enforced by said home agent on 
the mobile node traffic" (Paragraph [0090] of Oyama, wherein Oyama discloses MIP 

filter rules). 

Regarding claim 148, Oyama discloses "The method of claim 120, comprising at 
least one of the steps of: said server sending an authorisation message for said mobile 
IP service within an EAP message starting said authentication step; upon receiving the 
indication from said mobile node to activate said mobile IP service, said server sending 
a home address request message toward a selected home agent while continuing said 
authentication of said mobile node; and said server continuing said authentication 
procedure of said mobile node by completing configuration of a respective home agent 
for providing said mobile IP service before completing said authentication procedure" 
(Paragraphs [0192] - [0193] of Oyama). 

Regarding claim 149, Oyama discloses "The method of claim 120, comprising 
the steps of: selecting said network as a network using a respective authentication 
method other than EAP; and using said EAP transport for said step of negotiating, while 
providing authentication by said respective authentication method other than EAP" 
(Paragraphs [0190] - [0191] of Oyama). 

Regarding claim 150, Oyama discloses "The method of claim 149, comprising 
the steps of: selecting said network as a cellular network including a GGSN node" (Fig. 
3 & Paragraph [0191] of Oyama, wherein Oyama discloses using standard sim cards 
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used in GSM, therefore a cellular network and wherein Oyama discloses a HA (GGSN 
node)). Oyama discloses "and allotting to said mobile node an IP address by activating 
a PDP context, whereby a direct communication channel is established between said 
mobile node and said GGSN node" (Fig. 3 & Paragraphs [0073] and [0083] of Oyama, 
wherein Oyama discloses the AAAh using an extended EAP protocol to establish an 
"end-to-end procedure" from the MN to the AAAh and wherein the AAAh server is 
responsible for home address/agent assignment to the MN). 

Regarding claim 151 , Oyama discloses "A system for negotiating the provision of 
a mobile IP service between a mobile node and a server in a network" (Fig. 3 & 
Paragraph [0057] of Oyama, wherein Oyama discloses bootstrapping the HMIPv6 
service for a mobile node based on an AAA infrastructure). Oyama discloses 
"comprising an authentication protocol for establishing a pass-through transport 
between said mobile node and said server" (Fig. 3 & Paragraphs [0086] & [0088] of 
Oyama, wherein Oyama discloses using an extended EAP authentication protocol and 
wherein the use of EAP allows the AAA client and AAAv to act as mere pass-through 
agents). Oyama discloses "and being configured for negotiating the provision of said 
mobile IP service via said authentication protocol over said pass-through transport" 
(Paragraph [0086] of Oyama, wherein Oyama discloses the extended EAP 
authentication protocol to carry HMIPv6 related information facilitating for example 
discovery of MAP, dynamic allocation of MAP, RCoA, distribution of security keys 
between the MN and MAP). 
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Regarding claim 152, Oyama discloses "The system of claim 151 ." The 
examiner rejects claim 152, with the same arguments provided above (see claim 120). 

Regarding claim 153, Oyama discloses "The system of claim 152." The examiner 
rejects claim 153, with the same arguments provided above (see claim 121). 

Regarding claim 154, Oyama discloses "The system of claim 152." The examiner 
rejects claim 154, with the same arguments provided above (see claim 122). 

Regarding claim 155, Oyama discloses "The system of claim 154." The examiner 
rejects claim 155, with the same arguments provided above (see claim 123). 

Regarding claim 156, Oyama discloses "The system of claim 154." The 
examiner rejects claim 156, with the same arguments provided above (see claim 124). 

Regarding claim 157, Oyama discloses "The system of claim 154." The examiner 
rejects claim 157, with the same arguments provided above (see claim 125). 

Regarding claim 158, Oyama discloses "The system of claim 151 ." The examiner 
rejects claim 158, with the same arguments provided above (see claim 126). 

Regarding claim 159, Oyama discloses "The system of claim 152." The 
examiner rejects claim 159, with the same arguments provided above (see claim 127). 

Regarding claim 160, Oyama discloses "The system of claim 151 ." The 
examiner rejects claim 160, with the same arguments provided above (see claim 128). 

Regarding claim 161, Oyama discloses "The system of claim 160." The 
examiner rejects claim 161, with the same arguments provided above (see claim 129). 

Regarding claim 162, Oyama discloses "The system of claim 151 ." The 
examiner rejects claim 162, with the same arguments provided above (see claim 130). 
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Regarding claim 163, Oyama discloses "Tlie system of claim 162." The examiner 
rejects claim 163, with the same arguments provided above (see claim 131). 

Regarding claim 164, Oyama discloses "The system of claim 151 ." The 
examiner rejects claim 164, with the same arguments provided above (see claim 132). 

Regarding claim 165, Oyama discloses "The system of claim 152." The 
examiner rejects claim 165, with the same arguments provided above (see claim 133). 

Regarding claim 166, Oyama discloses "The system of claim 165." The 
examiner rejects claim 166, with the same arguments provided above (see claim 134). 

Regarding claim 167, Oyama discloses "The system of claim 165." The 
examiner rejects claim 167, with the same arguments provided above (see claim 135). 

Regarding claim 168, Oyama discloses "The system of claim 165." The 
examiner rejects claim 168, with the same arguments provided above (see claim 136). 

Regarding claim 169, Oyama discloses "The system of claim 165." The 
examiner rejects claim 169, with the same arguments provided above (see claim 137). 

Regarding claim 170, Oyama discloses "The system of claim 151 ." The 
examiner rejects claim 170, with the same arguments provided above (see claim 138). 

Regarding claim 171 , Oyama discloses "The system of claim 151 ." The 
examiner rejects claim 171 , with the same arguments provided above (see claim 139). 

Regarding claim 172, Oyama discloses "The system of claim 171." The 
examiner rejects claim 172, with the same arguments provided above (see claim 140). 

Regarding claim 173, Oyama discloses "The system of claim 172." The 
examiner rejects claim 173, with the same arguments provided above (see claim 141). 
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Regarding claim 174, Oyama discloses "The system of claim 172." The 
examiner rejects claim 174, with the same arguments provided above (see claim 142). 

Regarding claim 175, Oyama discloses "The system of claim 174." The 
examiner rejects claim 175, with the same arguments provided above (see claim 143). 

Regarding claim 177, Oyama discloses "The system of claim 151 ." The 
examiner rejects claim 177, with the same arguments provided above (see claim 145). 

Regarding claim 178, Oyama discloses "The system of claim 151 ." The 
examiner rejects claim 178, with the same arguments provided above (see claim 146). 

Regarding claim 179, Oyama discloses "The system of claim 178." The 
examiner rejects claim 179, with the same arguments provided above (see claim 147). 

Regarding claim 180, Oyama discloses "The system of claim 152." The 
examiner rejects claim 180, with the same arguments provided above (see claim 148). 

Regarding claim 181 , Oyama discloses "The system of claim 152." The 
examiner rejects claim 181 , with the same arguments provided above (see claim 149). 

Regarding claim 182, Oyama discloses "The system of claim 181 ." The 
examiner rejects claim 182, with the same arguments provided above (see claim 150). 



Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the phor art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary sl<ill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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5. Claims 144 & 176 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Oyama et al. (US Patent Publication 2006/0185013 herein after referenced as 
Oyama). 

Regarding claim 144, Oyama discloses "The method of claim 143, comprising 
the steps of providing a binding cache and registering in said binding cache a dummy 
entry comprising said home address and an unspecified address as a care-of address" 
(Paragraph [0084] of Oyama, wherein Oyama discloses a binding cache comprising a 
RCoA and an LCoA). Oyama discloses "whereby any binding update reaching said 
home agent does not lead to the creation of a new entry" (Paragraph [0073] of Oyama, 
wherein Oyama discloses the MAP reduces the number of binding updates that go to 
the HA). 

Oyama fails to explicitly recite "providing the home agent with a binding cache." 
However, the examiner maintains that it is obvious to one of ordinary skill in the art to 

modify the invention of Oyama to incorporate the teachings of the MAP component into 
the HA for the purpose of saving networl^ resources by reducing the number of 
components. 

Regarding claim 176, Oyama discloses "The system of claim 175." The 
examiner rejects claim 176, with the same arguments provided above (see claim 144). 
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Conclusion 

6. Any inquiry concerning this communication or earlier communications from tine 
examiner should be directed to Michael Mapa whose telephone number is (571)270- 
5540. The examiner can normally be reached on MONDAY TO THURSDAY 8:00AM - 
5:00PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nick Corsaro can be reached on (571)272-7876. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Michael Mapa/ 
Examiner, Art Unit 2617 

/NICK CORSARO/ 

Supervisory Patent Examiner, Art Unit 2617 
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